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DORA QEZXE I|, S, A=A SXIGH

<if (navigator.appName == "Netscape"){
document.captureEvents(Event. MOUSEDOWN)
document.onmousedown = checkClick
function checkClick(event) {
if (event.which != 1) {
alert('0t2A 2% HEO 2XTASLICH)
return false

}

@ 212E J| gt =el(3Igt =l DE)

<script>
function keyDown(){
var keycode = event.keyCode;
var realkey = String.fromCharCode(event.keyCode);

alert("keycode: " + keycode + "Wnrealkey: " + realkey);
}
document.onkeydown = keyDown
</script>

@ MZ23(F5), dHME(F11) 2]

function processKey() {

event.keyCode = 0;
event.cancelBubble = true;
event.returnValue = false;
}

h

document.onkeydown = processKey;

if( (event.ctrlKey == true && (event.keyCode == 78 || event.keyCode
(event.keyCode >= 112 && event.keyCode <= 123) || event.keyCode == 8) {

== 82)) ||

@ AEHHES] 23 =4 2 FD

2

<script language=JavaScript>

setinterval("x()",1);

function x(){
window.status="XXX"

}

</script>
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<script type="text/javascript">
function OnCopy () {
if (window.clipboardData) {
window.clipboardData.setData ("Text", "S@&HAEE Lo SAI2X);
}
return false; // cancels the default copy operation
}
</script>
<body oncopy="return OnCopy ()">

® sS4 0L OIHE 9D

[e)

[ <param name="EnableContextMenu" value="false"> ]

<script language="JavaScript">
if(parent.frames.length <= 0) { top.location.href=url; }
</script>

T2y A3 3] 90|

function checkKeyPressed(e) {
if (e.keyCode == "44") {
alert("The print screen button was pressed.");
}
}

window.addEventListener("keyup", checkKeyPressed, false);
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* Global
v Breakpoints

(index)B4

2 B index.js:d7
harset=utf-8", Vi
> if(lsvalidl{

icatian/)son;
(response) {

» XHR Breakpoints
error: function {response) { » DOM Braakpointa

alert('QF ®4'): -
} » Global Listeners

¥
Hi » Event Listener Breakpoints
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<video>
<source src="movie.mp4" type="video/mp4"></source>
<source src="movie.ogv" type="video/ogg"></source>
<source src="movie.mpeg" type="video/mpeg"></source>
</video>

<audio controls="controls">
<source src="Kalimba.mp3" type="audio/mp3" />
<source src="Kalimba.ogg" type="audio/ogg" />
</audio>
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CAAE M2 = IHHISHDICIo), GPS, 202, dlA= W3C Devices and
Sensors Working Group, W3C Geolocation Working Group, Generic Sensor

APl Working Groupll Jl= HEZ=3E ol ll==2 Y Jis

o 2 2IHMHNAM AlAE SetolHU HZ2l2t HE0 &E2ot=s AdIeeE otddn
Eotd BE&S 2ol EV(Extended Validation) QIEAZ2 ZEAY & SQI/8X HE
@ CHA 2ok
=0z XRAoHA H= Exl&2e B2 0lsk A8 AX|
HEZ=S ANols EX2eles gEF Iz &
SN ZHIY =4
| AE =7
» PCOl B2t SOI0IESHE ANIEES ZBCI0ISA oz SAFMHECE Jls
(ADIEZN 2IEM JIH2I1)E H

84 | == YAOIE 210 HA JtolEetel ¢



@ oA et
SeoSAE Ol d8 &EX
BetRN SM= 2t &, e S0 AXI0l SAF X2

NelYEES(HQIFE EET)

| ANE =5H

FIHOIXI, HIAIE, ERMAUHA HOEE “ERFE EZoH JHel &
ARZ LEHe= A2 MEN dEgdiz== el 38 & &

@ Oyl otk
JHOIAEEIE ZEE HAIZ0| HMH =22 KUK LE=F AAMHHUAMH 2
SS A Xtols gAaoz MEIY

BEelX userAgent

| AE =55
FIAHI AN B0l BetRXMe HTMLS XY HHEE &016h)| /ol =
A E 9| navigatorZ# M2l userAgent 2AES 220610 HTMLS X &
MO HALR E2110 gl= EAMHIAL 012X A AX| HAIS HIZ0611,
Bl M (IE8~10)2 H=2 JIZ&W &0 E00 &X <A M=

| xNsLet

of navigator ZIAHE ST HEtRN HHEEQI

rm
[

<script>
var uaString = window.navigator.userAgent;

if(console && console.log)
console.log(uaString);

else
alert(uaString);

</script>
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Internet
Explorer

(E 14> Et2X =48 =

userAgent2t(PC OS)

Mozilla/5.0 (Windows NT 6.3, WOW64;
Trident/7.0; Touch; rv:11.0) like Gecko

Edge

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/52.0.2743.116 Safari/537.36 Edge/15.15063

Edgeoll Chrome,
Safari &7

23E o] 9o 1E
o5 A Z3oF 3

Google
Chrome

Mozilla/5.0 (Windows NT 6.3; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/70.0.3538.77 Safari/537.36

Safari
(Mac)

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6)
AppleWebKit/601.7.7 (KHTML, like Gecko)
Version/9.1.2 Safari/601.7.7

Firefox

Mozilla/5.0 (Windows NT 6.3; Win64; x64; rv:62.0)
Gecko/20100101 Firefox/62.0

Opera

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.181 Safari/537.36
OPR/52.0.2871.99

Mozilla/5.0 (Windows NT 6.1, WOW64)
AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/52.0.2743.49 Whale/0.5.12.4 Safari/537.36

L Hpe

AHIItE|

, 2 2HIY Ys
userAgente} ofat
» userAgent= B2l M 222 &t
=

= E2E UM, &l ME HF =2l = HE F 28

N8 userAgents =28 &=

SIOIH=A >2Het =22 F&
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1. HTML5 &4 7|& 5% 7F4(&3 : W30)
284 ¥ A E5H9E

3F8 ZHaQ AFE EAYE A A WeH(TO_BE)

439 4§32 BAF F Y AHEA  FYE A
5.ThFG B HY HE(EH  FY2)

11,948 92 =9 718 28 22
12433 2l FRAR g4 47
1334249 FEAFE A=
14 B2 9A A2 54 74
15 Be9A A2 Aulzs AT SA(SA: Fux, FULH)

16 74=AF £715 k(7190 4

o
o
>

ka9
~—

7 T 2 A
17 Y AF712A 71 T2 A2~

18 7VEA4A 7|5 mE AA Au|2gH(EH @ KTX)
19 A7 =ZAA B2 o A(EFA ¢ Ho]l=)

20 FAFFEZAA] JAN(EA ¢ dlo|H o)

21 AFRTAZAA o] & (), Butd ) A 9)

22 AFRAAA 7t ZEA
23 AFATAAA B2 o A(EFH

24 PCHF B FRIIFA FH 19 #3
25 5930 AHE H B AR T s THE 44

26 PC 7M7) dlE 8 58

27 771 RE AE AE(EA 0 SH )

28 G-SSL A& AFA BabeA FA] ERI(EA  BFH)

29 35 9 F42% SSL IA5A FHE3H(EA 0 ¥ 2)
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I8 30239 AV A8 A%

O 3R EFE FE 9 ¢ AE AN

E 32.9% Auls Z2 A
T8 33 9% FARA A8 3 44
8 34 39 23] oA 48 JH(EA

18 36_A4w 7]+ PDF W& 3 W PDF A%
18 37 AARMAZGRJAN L (GTSA) A <

Z

T2 35 REA A AAA AF HE(E

=
E 42 EASANUS Gd 7)A 4

2 43 AT+ EAZCIHT o]

D2 44 3FAA+ZHA BFUE g

B 45 R A 2 A A9 B

JE 46 W19€24 281 g EANER! A4
2 47 29 715 =ZdH g XE Ao ¥
e 48 A% B9 W PDF R

)2 49 HTML5 GEuTe] 7% 24 ¥ Hels

12 50 video.js BT L A7)

(U]

= HAOIE 2392 MAH JtolEetel AR
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AZA, NPolt AYEAT e GTS e APl SHANA FYshA Sarhe
A FAFT olF FHE AAH YRS Dan, FAUNZT|Ho] WFIFE ABAE
FI01FN e o, FAAABAE M DAY Sz Abgaloksht T ke A
AUANE B8] BT §ER FE3A g ok

I ANFERI(TS, Time Stamp)

o= AA ol HolEj7} EAMTHE AFAT 1 A7 o]F i go] MARA UteS FWE}7)
Sate] B4 9120l BASHE Al FEAo R Fieke Alzkl dia) A7ke] Z1HE HAleE
AlZE L] w7 WSmol).
I MEHIA

B 42 9 9 AUs] AT 4 Wl T2 TN Ao, MEdks
Wel 4 ol selol} T2 A2} sl Relthn wusy, See] Aog Ausel
Alz="o) T3S Y3= AL WA S}

1 OjEZ|A0|M Z=Z 2y QIE{H 0| A(Application Programming Interface)

NEAoIA L2 ol AT - AES, $9 ARG Z2aY doir ATk 715
Aole 5 U1 WE el zelt) T2 312 Ao, S Ao, Helel Ael, 1 Aol 5
% BTl 2Z ATHTL

o
=
o]
=

1 O|2X} 0j|0|& E(User—agent)

HTTP 24 A HTTP 3|tjo] o] Agahe 2ARE He}9 Ao neloA ol Magn
Sol ZeET 2 B A Mil} ulth e BEAde) 3wtk

1 o=z (A 0]M(Web Application)

At A Y E (JavaScript), HTML, CSST Web 7|¥F doj2 Jdd §8§ ZZ 1A
ZojoldlEg YuetAt Y S AHEEE LE 84 Zzawold.

1 XHASZ E (JavaScript)

BepeA oA d&ste 2AHE Aol 7edth o] 4L Aol 2 /‘é%(subset)
o] th sle]HE AE A AY(HTIML) £ E st 59 o] &A7} AH8se Ae
Fdgew siof Auie] Aol AL RE We) JIFFONE EALY 5)2 A
N2 Y2 HFoS & F Qe 39d. 23HEE HIML £4 o 3 71&3Hy,
‘script 2t Y XS ARSI
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1 MXAME

MYPAE st Mz EA4 MEEEeS eyl Aste] ZEl dAREA ¢
215 AL L.:g];q o2 A%ty AAA FE o HHo|th

BebeA7b Al gstA e 71es AH8h] flsl FA|(PC)oll A Askal Beke-A 9} A58t

JEUS HE gfo]l= JWWW) A et WWW Be-47}F 3t 59 GRS F5418t=
AHEEE FEIAE/ AW FF WWW Beke-A 9] gl delA] URL(Uniform Resource
Locator)& A|A3te= ©] AEHTh d& EW ‘http://www.snu. ackr/index.html’Z} o]
‘http:/ /' = A A== URLS A, o716 A= HolHE slo|HE2E AF HHITP) =
ARE-EFe] AMHoA BEle-A 2 HEg

1 ZXHCAPTCHA)

Foll o3t A5 JHAA Aol f¥ste= AS sty 93
HIFE7E Gotr 7] oA dtod BAIZE F ofol] vigk gk At
AFEE Yol 7] of T}

I CSS3(Cascading Style Sheets3)

A EAY] AbAQl 2~EldS vE] AF3) F= 7IEE 839 A Az} g3, agfdjo] A,
Hy 5 2y Hy 2209072 A 23 o|n| x| = AT EAE 7]%31]' oheFst o ym o)A
71%5-°] F7}5 9] CANVAS, SVG, WebGL¥} $H7] oj=n] ZhA|S At ot

i %

I HTML5(HyperText Markup Language 5)

HTMLS] 43 534 Bldos Y= sto]= <] (World Wide Web)2] &4l nl=g dojz
HES, 9T$ F ts ®7h715 5 HAl HEto] Zal=E AEJEX glo] Helg-A A
27 B 21741 e AL Bz it} 20149 109 28U HTMLS %5¢He &4gon,
A= 2017Lﬂ 12914l A HIML5.2 E5eHS F5381aL Urh

I PDF (Portable Document Format)

Y2 A oA AS A M AFH A=A Fgle] oA SFUF BAA 2AME
S 29sta yaZe o] & < =S diFe o 2. VS o =HA} AiEste] A}
B o) A4} EF(de facto standard) O 2 2hg] Fol 2T} 2008 FA| EZF 7| TA

EZ(1SO 32000-1)0.2 el = Qo)

06 | == YAIOIE 2210 HAH JtolEetel ¢
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AP Application Program Interface

ARS Advanced Record System

CORS Cross-Origin Resource Sharing

CMP Certificate Management Protocol

(@)

MS Content Management System

CSS Cascading Style Sheets

DDoS Distributed Denial of Service attack

@)

NS Domain Name System

E2E End to End

ECMA European Computer Manufacturers Association

EPUB Electronic Publication

EME Encrypted Media Extensions

FDS Fraud Detection System

GTSA Government Time Stamp Authority

G-SSL Government Secure Socket Layer

HTTP Hyper Text Transfer Protocol

HTTPS Hypertext Transfer Protocol over Secure Socket Layer

HSM Hardware security module

SP Internet Secure Payment

ISO International Organization for Standardization

JSON JavaScript Object Notation

MPEG Moving Picture Experts Group

NPAPI Netscape Plugin Application Programming Interface

OTP OneTime Password

0S Operating System

PKI Public Key Infrastructure

PDF Portable Document Format

PG Payment Gateway

Remote Desktop Protocol

_|

CP Transmission Control Protocol

TLS Transport Layer Security

URL Uniform Resource Locator

URI Uniform Resource Identifier

SOP Same-Origin Policy

SSL Secure Socket Layer

SVG Scalable Vector Graphics

VPN Virtual Private Network

W3C World Wide Web Consortium

XML Extensible Markup Language

v. 22 | 97



98 |

©
I
ol
X
B
|
it
40
Rl
°
ol
x

Y
e
Ok
o
o
0l
>
o
[nal
=
o
|>
|
o
In
u
o
o
H
o
[nal
pan
pal
0loh
o
N
<
)

» W3C Web Cryptography API

httos://www.w3.org/TR/WebCryptoAPI/

- "EctRM IS MHIA JtolEetl (S E8Z MA, 2018)

‘EXURMUSAH SSHEA LN =2 (S E2ME, 2018)

- AHEENANE oS2e|dEH

https://www.gpki.go.kr/main/PreMainAction.action

. Web Storage (Second Edition)

https://www.w3.org/TR/webstorage/

-1

H¥

- "HTML5 IORSc2IAHI01E JHE XIE“eHLHA"(KCS, 2014)

+ W3C HTML5.1 E& Jl=

https://www.w3.org/TR/htmI51/

- B & ZERIAY ctolEdel Jls A=

http://webframeworks.kr

- Bt 8 HTMLS X3 &el

http://caniuse.com/
https://htmlI5test.com/

» B2t M4 userAgent &9l

http://www.useragentstring.com/

= ok

- HTMLS 2301 018 UM (B = HYWAIER, 2018)

- EotNH = HHA(BH=QHUIAI SR, 2009)

- EotNH 2= JI0IE(LEDI=E SR, 2013)

=

0B

ANEE BAMHIA QIS M(G-SSL) +

Ji]
N
o
[N
\l
2
oL
0
e
Bl
il
N
<
)

S HAMO0IE S22 M Jtoj=etel o+



SHOIX HAUA XH-HMAH JH0IS(OI= U A)
http://www.kisa.or.kr/public/laws/laws3.jsp

HTMLS Security Cheat Sheet
https://www.owasp.org/index.php/HTML5_Security_Cheat_Sheet
“SHOIX SW() N0t JI01E” (MMM E, 2012)

“W3Cel 2ot S HTTPS = X&” (HTMLSEEII=ZY, 2017)
X3SHES JQuery AA

http://blog.work6.kr/10

AH 54 2S 0lAl
https://jojoldu.tistory.com/129

HXHEA
jsSPDF / pdf.js
https://github.com/MrRio/jsPDF

https://www.mozillalabs.com/pdfjs/

ETEAM AEZE0 MHIA AN DA (HE AN, 2017)

EXE2AM0 ERE HAAMYE KO0 Jls AR (SIUAHATSE, 2011)

=cAl CHA|
Chrome2| Flash X& H2 I FlashOlA CanvasZ & & Al
https://d2.naver.com/helloworld/1899560

HE[O|C|of

HTML5 Video Player Hl1

http://videosws.praegnanz.de/

Top 10 Best HTML5 Audio Players
http://www.scratchinginfo.net/top—10-best—html5—audio—players
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HTMLS Jl= XI& dlH

https://www.koreahtml5.kr/main.do

“CIHUOIE&ZMEE /AT JI=tUHAM"(BIRHUWEI SR, 2016)



